Alertts can be reports of
newy gttacks or updates to
exizting attacks. The
repart can come from
zecurity wendors or from
irternal obseryation.

Howy does the code
spread? Email, file
shares, EXE infection, bug
explait, etc.?

ldentify: Vulnerahilty of the
Organization

it may be that the existing security

meazures sufficiently block the threst.

Conversely, it may be that the impact
of the code iz 20 grest that the
probakility of infection must he
reduced 1o as low as possible.

Organizing defenzesz iz a
technical effort as wel as social.
There must be dizscussion among
all groups to ensure that plans are

developed with feaszible tactics.

The Selection process is defined
priar to an alert and exists as a
zeparate function.
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Malcode Mitigation Process Model
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