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Overview 
 
Phishing attempts and related malware are unique areas of corporate liability for 
companies with a web presence. If a worm infected a user’s machine, installed a sentinel 
that waited for bank information, lifted that data and posted it to a server, many people 
would not think to find the bank responsible. In many cases, something just like this can 
happen if someone executes an email attachment (consider the Beagle-launched 
Tooso/Mitglieder variants from early in 2005 that did just this type of thing1). However, 
following the request found in a phishing attempt gets the opposite response from the 
majority of bank customers. Consider the following report posted by MailFrontier2: 
 
61% of consumers feel that if they responded to a fraudulent email that 
had spoofed their bank or credit card company, it is still the 
responsibility of the bank/credit card company to reimburse them for 
the money lost. 

 
The same could be true for non-banking online businesses such as ebay. This trend adds a 
significant burden to Internet business, possibly making it a cost prohibitive venture. This 
report examines the phishing trends and how they relate to corporate liability. 
 
Legitimate Reasons for Corporate Liability 
 
Certainly, every online business has a requirement to protect customer information. In the 
US alone, numerous pieces of legislation have been passed that hold companies 
responsible for safeguarding consumer data. These include California’s SB 13863, 
HIPAA for medical establishments, and the Fair Credit Billing Act. The latter stipulates 
that consumer losses be limited to US $50 if their credit card is stolen and used by 
criminals4 (as well as the Truth in Lending Act protecting all but $50 in cases of credit 
card fraud). However, there are cases where the individual is required to exercise 
“reasonable care” when dealing with their accounts5. Is it possible that this will extend to 
Internet safety in the near future? Before examining this issue, a few areas where 
corporate responsibility exists (by law or by consumer demand) will be addressed. This in 
no way is supposed to be an authoritative legal view of liability, it is evaluated from the 
perspective of the MailFrontier study: what corporations will be expected to do by 
customers when a criminal steals from individual accounts.  
 
First, when a business offers an online presence, there are certain safeguards that are 
expected by users. Most users know to look for “the little padlock” at the bottom of their 



browsers when making an online purchase. A company that does not offer encrypted 
transactions is likely to lose out in the marketplace, seeing customers shift to businesses 
that do provide this measure of security. A certain measure of due diligence in securing 
the machines that complete the transactions is also expected. If a company’s database 
server is compromised, it is expected that a customer is not going to be held accountable 
for the ensuing losses.  
 
Any type of internal theft, those crimes that employ privileged access or information, is 
generally considered to be free of customer liability. This type of event was made public 
for a large online business when an AOL employee was charged with stealing the 
company’s customer list in June of 20046.  
 
In addition, when the individual itself is not the target of the attack (i.e.: one’s bank 
account number is stolen because the bank did not secure its own machines), the user is 
not going to accept liability. This is part of a company’s due diligence in protecting 
customer data, something most users have come to expect. 
  

 
 
A somewhat nebulous area is where the corporation provides no warning or education to 
users. Virtually every bank now has a “how to avoid fraud” page, explaining how 
phishing works and what to watch out for when doing business online7. Most likely, an 
organization is not more liable for fraud damages without this support, but it has become 
part of the required site inclusions for online banking/credit companies. 
 



Liability, in the above cases, is established for the owner of the account (where the 
services are provided, such as Visa or Washington Mutual), not the initial target of the 
email. This basically means that the group on the hook for the losses is the organization 
that houses the actual account. This is important to note in cases where an email arrives 
for a user that contains a warning about a non-existent account. For example, everyone 
has received at least one letter “from” a bank they do not use.  
 

 
 
If the “request for update” or “security warning” asks for a credit card number, bank 
account information, and personal data, when that information is used for fraudulent 
purposes, the institution holding the account, not the forged “From” field will be 
accountable. If someone steals a Visa account number, in all likelihood Visa is ultimately 
going to be writing down a loss to fraud, no matter how that account number is obtained.   
 
User Error and Fraud 
 
All of the corporate liability discussion aside, bad judgment is the cause for most 
phishing-related losses. Although it is difficult to expect that every email user is aware of 
all the technical tricks of a scammer, it is still the trust placed in a con artist that leads to 
the theft. This is exemplified by cases where the user takes responsibility for the fund 
transfer, such as depositing a check. The Nigerian Counterfeit Check Fraud scam has 
burned quite a few people, who accept the implied bank contract of taking responsibility 
for everything that is deposited into an account.  
 
To be profitable, the con needs to be carefully researched and targeted, requiring a 
moderate level of skill, or done in great volume. In the non-computer world, this requires 
some investment, stealing a card or receipt. Via the Internet, this crime is automated, it 
requires little investment or planning and can quickly drain millions or billions from large 
credit organizations.  



 

 
 
This is, of course, accepted by most credit organizations. Visa, for example, has instituted 
a “Zero Liability” program8, covering lost card losses. It appears to be an expected cost 
of business for these organizations; the question is, where is the breaking point for 
Internet users and online marketplaces?  
 
It is common to receive email from a forged sender requesting bank/credit card 
information. In addition, users are routinely attacked with schemes of all varieties, from 
money laundering to sponsoring “transfers” from foreign countries (such as the Nigerian 
419 Advance Fee Fraud family9). For these types of scams, most companies rely on law 
enforcement, general awareness training, and internal transaction reviews.  
 

 
 
Many of these scams are clearly fraud attempts: they contain poor grammar, outlandish 
claims, or are directed at users that do not do any business with the “sender.” With others, 
however, it is more understandable when a target falls prey to the crime. The use of well-



constructed phony websites and real SSL certificates has already been documented. The 
use of “update now” and “patch attached” in mass mailer worms and scam attempts has 
discouraged most users from opening such messages for the fear of malware. However, if 
they don’t, and then unknowingly install a Trojan that steals account data – who accepts 
responsibility? 
 
The most famous of malware liability cases is one from February of 2005, the case 
against Bank of America because of a $90,000 transfer made from a customer’s account 
to a bank in Latvia10. The customer’s machine was infected with a Trojan known as 
coreflood, which captures keystrokes and sends them to a controller. The customer holds 
Bank of America responsible because the bank did not provide adequate warning for the 
malware being on the PC. If provider’s security must extend to every client that may 
connect to their servers, the ensuing costs would be astronomical. Beyond the technical 
fees and logistical nightmares, legal fees would crush any such business. This is another 
good example of the pressure being applied to web based businesses and again begs the 
question of where the breaking point is for the Internet.   
 
What is Too Expensive? 
 
CyberSource Corporation estimates that the overall revenue lost in 2004 due to online 
fraud was US $2.6 billion11. In addition, they note that since 2000 the overall percentage 
of revenue lost to fraud had been coming down, until 2004 when a slight increase was 
seen. CyberSource reports that most vendors (9 out of 10) believe the problem will not 
get better in 2005, with almost half of those surveyed saying it will get worse. Given 
those prospects, every web-based business should consider how to defend themselves 
against fraud attempts.  
 
The challenge for web-based businesses is to find how much security consumers are 
willing to pay for, how much they expect from their provider, and where the whole 
process becomes too cumbersome (for themselves as well as customers). 
 
 

 
 



Certainly there are tools that banks and credit organizations can use to help customers 
with phishing attacks. Two-factor authentication has been adopted by a few 
organizations12. Other options include a two-channel authentication system (such as using 
Internet sign-on and telephone verification). These hold the promise of reducing the value 
of a single password, however, they come at a cost to the provider.  
 
Secure software clients are a possibility, at the expense of the corporation. Updates and 
configuration changes would have to occur through the secure client, as email would 
hopefully appear suspect when it shows up with a subject like: “Update required for your 
banking software, download here.” Of course, there will be many scams directed at users 
such as this, and Trojans will be unwittingly installed, which a company could rightfully 
be concerned with generating lawsuits. Providing software and support requires that the 
business accept responsibility for at least a portion of the client’s security, something that 
most businesses would probably like to avoid.  
 
Fraud detection should also be in place, whether it is manual order review for small 
organizations or automated transfer audits for large banks. These processes, although 
capable of generating false positives, are valuable for preventing expensive refunds to 
customers that are victims of fraud.  
 
Education is also still an inexpensive and good faith effort for companies looking to 
reduce fraud. Providing tips through the same web client customers already use to 
interact with their accounts allows the organization to help customers and themselves to 
reduce the costs of crime.  
 
The question, “What is too expensive?” obviously has to answered by each organization. 
It will be more important to identify the overall trend of Internet business, with respect to 
the general trust users place in web transactions. The use of email to pass information 
to/from customers has been corrupted by criminal elements already. Soon, the use of SSL 
may follow suit13. As technologies are considered untrustworthy, consumers may begin 
to feel completely incapable of securing their online transactions altogether (undoubtedly 
some users are there already) and abandon web commerce. This “critical mass” is the 
ultimate responsibility of those that are making a profit in Internet business; it is up to 
them to decide whether security is possible at a reasonable cost.  
 
 
 
More information on awareness training and malware defense issues for companies of all 
sizes is available at http://www.infectionvectors.com/. 
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